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Resiliency of Operations
Cybersecurityrisks and gaps are growing.

* Aircraft are increasingly * The 2018 FAA
networked and software- Reauthorization Act
dependent, making them includes cybersecurity
vulnerable to cyber threats. provisions for airports,

cabin communications,
The cyber risks to entertainment, and IT

unprotected serial bus systems but doesnt specify
networks and operational OT systems.

technology (OT) components

continue to expand. The 2022 TSAcybersecurity
requirements specified
airports and air carriers but
not aircraft or onboard OT
systems.
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Increasing (perational Readiness and securing

R dircraft star_ts‘ with a foundational element: data.

RBut why do we knowmore about the IT data on laptops
than we do about the Ol data on modem aircraft?
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Modern Observability: What is it and why does it matter?

Data-Driven
Insights

Determine intent, type, origin, and mitigation strategy

Analysis Detect anomalous behavior or readings

Context Add speed, location, temperature altitude, thresholds, etc.

Raw OT Data Capture MIL-STD-1553, ARINC 429, Ethernet, and more
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Observability relies on OT data

Enabling predictive maintenance, compliance, and platform security
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Capture Collect Translate Compress Analyze Alert Democratize

Retain all of the Gather raw serial Transform data Enable up to Detect patterns Receive real- Maximize

data crossing data captured fromraw to 100:1data and anomalies in time alerts for onboard data by
the serial bus. from every asset human-readable compression dataand in the events both integrating it

Every bus, every across your volumes in real- designed around behavior of onboard and at seamlessly into
protocol, all the entire fleet. time. your mission onboard remote your systems of
time. type, not our components. locations. authority.

platform.
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