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• Serial sys tems  were  not  
des igned with vis ibility in mind

• Traffic t raveling across  onboard 
OT networks  is  ephemeral

• Data is  obscured by the   
complexity of sys tems

• Retrofit t ing is  complicated 
and impract ical

• Disparate  component  vendors  
and architectures  limit  data 
observability. 

The Challenge: Gaining observability into onboard systems
Commercial aircraft are flying data centers.
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Resiliency of Operations 
Cybersecurity risks and gaps are growing. 
• Aircraft are increasingly 

networked and software-
dependent, making them 
vulnerable to cyber threats .

• The cyber risks to 
unprotected serial bus 
networks and operational 
technology (OT) components 
continue to expand.

• The 2018 FAA 
Reauthorization Act 
includes cybersecurity 
provisions for airports , 
cabin communications, 
entertainment, and IT 
systems but doesn’t specify 
OT systems.

• The 2022 TSA cybersecurity 
requirements specified 
airports  and air carriers  but 
not aircraft or onboard OT 
systems.
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Increasing Operational Readiness and securing 
aircraft starts with a foundational element: data.

But why do we know more about the IT data on laptops 
than we do about the OT data on modern aircraft?
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Thank you. 
Q&A
Michael Weigand
Co-Founder, CGO
Shift5 Inc.
301-351-9476
mike@shift5.io
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